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Abstract

In reliability analysis with Monte Carlo simulation, the uncertainty about the probability of failure can be formally quantified
through Bayesian statistics. Credible intervals for the probability of failure can be derived analytically. This paper gives a detailed
overview of Bayesian post-processing for Monte Carlo simulation. We investigate the influence of different weakly-informative
prior assumptions on the resulting credible intervals. On this basis, we recommend to use a prior distribution on the probability of
failure that follows from the principle of maximum information entropy. We also show that even if no failure sample occurs in a
Monte Carlo simulation, Bayesian post-processing still allows to deduce useful information about the probability of failure. The
presented Bayesian post-processing strategy can also be applied if Monte Carlo simulation is used for reliability updating; i.e., to
evaluate the probability of failure conditional on data or observations. We derive expectations for credible intervals for this case.
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1. Introduction

The aim of a reliability analysis is to evaluate the probabil-
ity of failure of a system of interest. In this context, failure
is defined as the system being in an undesired state, e.g.: ad-
missible stresses are exceeded, the stability of a structure is no
longer maintained, or water levels in a river that exceed a certain
threshold will result in a flood event. Let such an undesired sys-
tem response be denoted as event ¥ ; the probability of failure
Py is defined as the probability that ¥ occurs, i.e., py = Pr[F].

Let X = [X1, Xo, . .., Xuy | be the vector of ny uncertain input
quantities of the system of interest, and let x € Q be a particular
outcome of X, where Q2 C R"™ denotes the outcome space of X.
The joint probability density function of X is denoted by fx (x).
Moreover, let g(x) be a function such that g(x) < 0 if and only
if the system is in an undesired state for parameter values x, and
g(x) > 0 otherwise. The function g(x) is known as limit-state
function or performance function in the literature [1]. The so-
called failure domain Q C Q is the subset of the outcome space
Q for which the condition g(x) < 0 holds. The probability of
failure py € [0, 1] can then be expressed as:

pr=Pr[F]=Pr[gX) <0]= | fx(x)dx ey

Q

In most cases, the integral in Eq. (1) cannot be solved ana-
lytically, because the boundary of the domain Q is not known
in an analytical manner. Instead, Eq. (1) is usually solved nu-
merically, where the limit-state function is evaluated in a point-
wise manner. The probabilities that have to be evaluated in a
reliability analysis are typically rather small; i.e., p; < 1072,
That is, the event F is a rare event. This renders the numer-
ical treatment of the integral in Eq. (1) difficult, because the
failure domain Q; constitutes only a small subset of the out-
come space Q. The class of numerical methods specifically
designed to solve Eq. (1) are referred to as reliability meth-
ods. Monte Carlo simulation (MCS) is a simple and straightfor-
ward method to solve the integral in Eq. (1). Other well known
sampling-based reliability methods are Subset Simulation (SuS)
[2], and importance sampling methods including line sampling
[3, 4, 5, 6], directional importance sampling [7, 8], sequential
importance sampling [9] and cross-entropy-based importance
sampling [10, 11, 12].

For limit-state functions based on computationally demand-
ing models, MCS is often not practical [13], as it requires a
comparatively large number of limit-state function calls — in
particular if py is small. However, compared to other reliability
methods, the sampling process in MCS is not tailored to a spe-
cific limit-state function. Instead, an arbitrary number of limit-
state functions that depend on the same input parameters can
be assessed within a single MCS. Moreover, for each investi-
gated limit-state function g(X), the full distribution of g(X) can
be estimated additionally to Pr[g(X) < 0] using the generated
samples. Therefore, MCS is often the method of choice when
a reasonably large number of limit-sate function evaluations is
possible.

For sampling-based reliability methods, the point estimate p ¢
of the true underlying probability of failure p is a random vari-

able; i.e., every new run of the method can result in a different
value of py. The larger the number of samples in a sampling-
based approach, the smaller the coefficient of variation of p;.
In practice, a sampling-based reliability method is typically ex-
ecuted only once for a chosen number of samples. To assess
the quality of the estimated py, it is helpful to obtain a mea-
sure for the uncertainty associated with p as a side-product of
the simulation. This can be achieved within the framework of
Bayesian inference [14, 15]. Thereby, a full probabilistic de-
scription of py can be obtained conditional on a single simula-
tion run. The Bayesian approach is often applied to obtain cred-
ible intervals for p; from a MCS [16, 17, 18]. Additionally, a
Bayesian post-processing of Subset Simulation was proposed in
[16], based on assuming a beta distribution for the conditional
probability of failure and by neglecting the dependence of the
conditional probabilities within Subset Simulation. However,
the performance of credible intervals obtained by applying [16]
can strongly depend on the shape of the employed limit-state
function [19].

A strong advantage of rare event analysis with MCS is that
the uncertainty on p, can be quantified analytically and does
not depend on the particular shape of the limit-state function.
Among all sampling-based reliability methods, MCS is the only
method for which a Bayesian post-processing with this prop-
erty can be derived. In combination with a conjugate prior
distribution, it is straightforward to derive the associated poste-
rior distribution [16, 18, 20, 21]. The resulting Bayesian prob-
lem is closely related to Bayesian reliability assurance based
on test data, which is discussed in, e.g., [17, 18]. In most ap-
plications of Bayesian post-processing of MCS, the choice of
Jeffrey’s prior is advocated due to its invariance under transfor-
mation, e.g., [17, 22, 23]. In this paper, we investigate differ-
ent weakly-informative prior assumptions for the probability of
failure obtained with MCS, and recommend to us a prior distri-
bution that follows from the principle of maximum information
entropy — and not the more commonly employed Jeffreys’ prior.
The obtained findings and the conducted investigations provide
an addition to the discussion in [23]. Our studies concerning the
outcome of a MCS without any failed sample complement the
numerical demonstrations performed in [17]. Furthermore, we
demonstrate that, with only minor modifications, the presented
Bayesian post-processing strategy can also be applied if Monte
Carlo simulation is used for reliability updating; i.e., to evaluate
the probability of failure conditional on data or observations.

The paper is structured as follows: In Section 2, we briefly
discuss the difference between credible and confidence inter-
vals utilized to quantify the uncertainty on probability of fail-
ure estimates. Section 3 discusses a Bayesian approach to inter-
pret the outcome of a MCS in the context of reliability analy-
sis: Section 3.1 gives a brief overview of MCS and Section 3.2
presents the statistical uncertainty associated with a MCS out-
come. Section 3.3 discusses a Bayesian approach to MCS and
introduces the likelihood, prior and posterior for the problem at
hand. Section 3.4 introduces credible intervals for MCS. Sec-
tion 3.5 assesses the influence of modeling choices for the prior
distribution on the posterior distribution and gives advice on
what prior distributions to use in practice. Section 3.6 demon-



strates what happens if not a single failed sample is observed
in a MCS run. In Section 4, we show that it is straightforward
to apply the Bayesian approach presented in Section 3 to relia-
bility updating. In Section 5, we use an illustration example to
demonstrate how the presented approaches can be applied and
used in practice. In the annex, we discuss some commonly used
confidence intervals for MCS.

2. Credible and confidence intervals

2.1. Introduction

Sampling-based reliability methods return point estimates p
of the underlying probability of failure p;. These estimates are
associated with statistical uncertainty due to a finite number of
samples used. For any sampling-based approach, this uncer-
tainty is typically expressed in terms of credible or confidence
intervals. The notion of credible intervals is mainly used in
a Bayesian context, whereas confidence intervals are based on
frequentist statistics [24]. In the Bayesian viewpoint, the un-
certainty about the probability of failure is expressed by a ran-
dom variable, denoted Py. In this context, the results from a
sampling-based reliability method are used to updated a prior
belief on the distribution of Py using Bayes’ rule. Credible in-
tervals are utilized to express the uncertainty on Py. The in-
terpretation of confidence intervals differs fundamentally from
the interpretation of credible intervals [25]. Confidence inter-
vals are based on the frequentist interpretation probability, ac-
cording to which the uncertainty on the point estimate of py is
quantified by analyzing the statistics of py conditional on the
true (but unknown) p;. In the following sections, we briefly in-
troduce the two concepts before discussing their interpretation
in the context of reliability analysis.

2.2. Credible intervals

Credible intervals are associated with a subjective interpreta-
tion of probability and give an interval that is believed to con-
tain the true p, with probability y, based on the conducted sim-
ulation run and a prior belief. An interval associated with prob-
ability y is called a y credible interval. For example, a 95%
credible interval states that conditional on the performed simu-
lation run, the probability that the true p is within the interval
bounds is believed to be 95%.

Credible intervals for MCS of rare events are discussed in
Section 3.4.

2.3. Confidence intervals

Confidence intervals are associated with a frequentist inter-
pretation of probability and state that if the simulation is re-
peated infinitely many times and the corresponding confidence
interval is evaluated for each simulation run, the true py is con-
tained within y, € [0, 1] of all obtained intervals. An interval
qualifies as a y confidence interval, if y. > y holds independent
of the value of p,, where vy, is referred to as coverage proba-
bility of the associated vy confidence interval. An interval that
satisfies this property is referred to as a proper confidence inter-

val. For example, for a 95% confidence interval, the true value

of py is contained in at least 95% of the confidence intervals
obtained from repeated simulations.

Commonly used confidence intervals for MCS of rare events
are discussed in Appendix A.

2.4. Discussion

To summarize, a credible interval quantifies the belief about
py conditional on the performed simulation run and the avail-
able/infused prior information, whereas confidence intervals
quantify the performance of the method for an assumed large
number of repeated simulation runs. A pitfall of using confi-
dence intervals in the context of reliability analysis is their non-
trivial interpretation, which causes many to confuse them with
the more intuitive credible intervals [25].

In a classical Bayesian setting, the observed data that enters
the likelihood function is fixed. The experiment is conducted
only once, and hence the long-run probability upon which con-
fidence intervals are based is meaningless for the Bayesian in-
terpretation. However, in this regard, the information collected
during a simulation-based reliability analyis (e.g., a MCS) is
special: The underlying experiment (the MCS) can, in theory,
be repeated arbitrarily often; and one would probably expect
that the true py is contained within at least y of all obtained y
credible intervals. Thus, to avoid potential fallacies and mis-
interpretations, the y credible interval used in a Bayesian post-
processing of a MCS should ideally also qualify as a proper y
confidence interval. That is, any y credible interval associated
with a MCS should have a coverage probability . at least as
large as vy.

2.5. Computation of coverage probabilities

For a given underlying true failure probability p, and total
number of samples n, the coverage probability y. of a confi-
dence interval C for MCS can be evaluated explicitly as fol-
lows:

n
Yepp) = D ew=mn (ps) - L(psim,m), ©)
m=0

where L(pslm,n) = pyin(mln, py) is the probability mass func-
tion of a binomial random variable M with parameters n and p
(compare Section 3.3). The quantity Icjp=m, (m/n) is one if the
true py is contained in the confidence interval of interest for m
observed failures in n total samples, and zero otherwise.

The binomial distribution employed in Eq. (2) can often be
well approximated by means of the Poisson distribution. This
means that . can be directly expressed as a function of n - py
[46]. This relation is utilized for some of the plots shown in this

paper.

3. Monte Carlo simulation of rare events

3.1. Overview of the method

Monte Carlo simulation (MCS) estimates the integral in
Eq. (1) through generating samples from the input random vari-
ables X. Consider an indicator function I(x) that indicates



membership of outcomes x to the failure domain ;. The in-
dicator function is by definition one if failure occurs and zero

otherwise; i.e.:
1 ifgx)<0
I(x) = 3
®) {0 otherwise. 3

The integral over the failure region Q; in Eq. (1) can then be
expressed as an integral over :

pr= L I(x) fx (x)dx = E[I(x)].. “

Eq. (4) shows that the probability of failure can be expressed
as the expectation E [I(x)] of the indicator function. MCS ap-
proximates the expectation in Eq. (4) by a weighted sum over n
samples x, i = 1,...,n, where the samples x! are outcomes
of X:

PSR & o
Pf~Pf,MLE—n;I(X ) (5)
Essentially, the unbiased estimate p g is obtained by divid-
ing the number of observed failures m = Y1, I(x”) by the total
number of employed samples n; i.e. psmre = m/n. The MLE
in pymie signifies that the point estimate corresponds to the
maximum likelihood estimate (MLE).

3.2. Statistical uncertainty of the estimate p sy

The sequence of samples {1 (x(i))} ,i=1,...,n can be per-
ceived as the outcome of a Bernoulli process. Each element in
this Bernoulli process of length 7 is an independent and iden-
tically distributed (iid) Bernoulli trial and follows a Bernoulli
distribution with a mean value equal to p;. Consequently, the
number m of observed failures in a MCS with a total number of
n samples is the outcome of a random variable M that follows a
binomial distribution with parameter values equal to n and py.
The mean of M is n- py and the variance of M is n~pf-(l - pf).

The estimate pswig in Eq. (5) is obtained by dividing the
outcome m of M by the total number of samples n. Thus, the
variance of the estimate psmrg for repeated runs of the MCS
with a fixed total number of samples » is:

Var [ prae] = Var[M] _prd=pp) )
n n
The coeflicient of variation of the estimate p;mig can conse-
quently be written as:

. l-p
Omcs = Var [Pf,MLE]/ Py = L @)
pr-n

Even though dycs depends on the (unknown) underlying py,
Eq. (7) highlights the major strength and weakness of MCS:
The weakness is that for small p/, the total number of samples n
must be large to achieve a reasonable coefficient of variation of
the estimate. The strength of MCS is that dycs does not depend
on the number of stochastic variables nx, i.e., the dimension
of the uncertain parameter vector X. Moreover, MCS can be
considered a very robust method, as its performance solely de-
pends on the underlying true probability of failure — and not on

the particular limit-state function g(X), nor on the correspond-
ing shape of the failure domain Q.

The uncertainty associated with p;n g is often quantified in
terms of confidence intervals based on a Normal approxima-
tion. In Appendix A.4 we discuss why such an approximate
confidence interval should not be used in practice.

3.3. Using Bayesian statistics to quantify the uncertainty on py

Based on a MCS with m observed failures in n samples, the
available information about the probability of failure can be
quantified formally through Bayes’ theorem:

1
frama(pIM = m,n) = - - L(plm,n) - fp,(p). ®)

where:

L(plm, n) is the likelihood function. Here it corresponds to the
probability mass function py,(m|n, p) of the binomial dis-
tribution:

n m n—m
L(plm,n) = pyin(mln, p) = (m) “(p"-A=p"" )
fp,(p) is the prior PDF. For the likelihood function stated in
Eq. (9), the beta distribution serves as a conjugate prior
[23, 26]. The beta-distributed prior can be expressed in
terms of the prior parameters m’ and n’ as:

pm’—l . (1 _ p)n’—m'—l
Bwm',n —m’)

fr(p) = , (10)

where B(-, -) denotes the beta function defined as B(«, 8) =
o #(1 = 0 de with @, 8> 0.

cg is a normalizing constant which ensures that fp ma(pIM =
m, n) integrates to one.

Spamn(pIM = m,n) denotes the posterior probability density
function (PDF) for Py. For the problem at hand, it is a beta
distribution with parameters m + m’ and n —m +n’ — m’
[16, 18, 20, 21]:

pm+m’—l (1= p)n—m+n’—m'—l

M =m,n) = . (11
Sen(pl m, n) Bm+m',n—m+n —m) (i
The posterior mean of Py is:
m+m
E|P¢M =m,n| = . 12
[ i " n] n+n' (12)

Eq. (12) can be used as a point estimate of py. However, unlike
the MLE estimate given in Eq. (5), the point estimate of Eq. (12)
is biased (depending on the choice of m’ and n”). The posterior
variance is:

m+m) - m+n —m-m')

Var |P¢{M = m,n| = (13)
[Ps | A+ -(n+n +1)
The coeflicient of variation § Pp\M=mn is:
n+n —m-m
6Pf|M:m,n = (14)

m+m)(m+n +1)



If n is large (i.e., n > 10%), and pr < 1, Eq. (14) can be
approximated by 6p jy=ma = V1/(m + ).

The distribution of P¢|[M = m,n can be highly skewed, even
for large n, especially if m is small compared to n [21]. There-
fore, the interpretation of the coefficient of variation can be dif-
ficult and might not be very meaningful. Credible intervals (see
Section 3.4) are typically a more robust measure to quantify the
uncertainty on Py.

3.4. Credible intervals for Monte Carlo simulation of rare
events

3.4.1. Introduction

Instead of point estimates (e.g., prmie in Eq. (5),
E [PflM = m,n] in Eq. (12), or A in Eq. (??)), it is often more
meaningful to express the information about the value of pg
conditional on the performed MCS in terms of credible in-
tervals. Based on the distribution of P¢[M = m,n given in
Eq. (11), credible intervals can be obtained [18]:

Pr [l < Py <ulm,n, m’,n'] =, (15)

which states that with a probability of y, the interval [[,u] C
[0, 1] contains the true py, if m failures in n samples were ob-
served in a MCS run, and if the parameters of the prior were
selected as m’ and n’.

3.4.2. Commonly used credible intervals

For a given probability v, there is an infinite number of y
credible intervals [/, u] in [0, 1] such that f[ L] fpf|M’n(p|M =
m,n) d p =7y. Commonly used credible intervals are:

C,.up The y upper credible interval gives the threshold uyp, for
which there is a y probability that the value of Py is smaller
than uyp; i.e., Pr [Pf < uyplm, n, m’,n’] = v. The value of
uyp can be calculated from the quantile function (the in-
verse of the cumulative distribution function, CDF) of the
posterior for Py|M = m,n evaluated at y.

The upper credible interval is of particular relevance for
reliability analysis, as it quantifies how plausible it is that
the true probability of failure p, is smaller than an associ-
ated upper bound.

C,ppp For unimodal distributions, the y highest posterior den-
sity (HPD) credible interval is the narrowest interval out of
all y credible intervals. Any point within the interval has a
higher density than any other point outside of the interval.
In general, the interval cannot be calculated explicitly, but
has to be obtained by solving an optimization problem.

For m+m’ > 1An+n’—m—m’ > 1, the posterior distribution
is unimodal and has a single mode within (0, 1).

Cyequil The y equal-tail credible interval gives the interval
[Leq.ail» Ueq.ait], for which there is a (1 — )/2 probability
that the value of Py is smaller than loq i and a (1 — y)/2
probability that the value of P is larger than ueq ;. If the
distribution is symmetric and unimodal, the HPD and the

mp = 0, np = 0
Haldane’s prior
D mp = 0.5, np =1
s Jeffreys’ prior
&
E mp = 1, np = 2.
o, max. entropy prior
8 \
&
1 -
0 T T
0.0 0.5 1.0
p

Figure 1: Different options for the weakly-informative prior PDF fp (p).

equal-tail credible interval coincide. The values of the in-
terval bounds g a1 and #eqai1 can be calculated from the
quantile function of the posterior for P¢|M = m,n evalu-
ated at (1 —y)/2 and 1 — (1 —y)/2, respectively.

Unlike the upper credible interval and the equal-tail credible
interval, the HPD credible interval is not invariant under trans-
formation. This implies that the HPD interval with respect to
the posterior for P, is not identical to the HPD interval with
respect to the posterior for the reliability index (see [27, 28] for
a definition of the reliability index).

3.5. Choice of the parameters m’ and n’ of the prior

3.5.1. No prior information about Py is available

If nothing is known about P in advance except that Py €
[0, 1], inevitably the question arises how to choose the param-
eters m’ and n’ of the prior [17]. Potential choices for weakly-
informative prior distributions are [18, 23]:

Maximum entropy prior (m’ = 1, n" = 2) The parameters are
selected in accordance with the Principle of Maximum In-
formation Entropy [16, 29, 30]. For this particular com-
bination of parameter values, the beta distributed prior be-
comes a uniform distribution on [0, 1]. In this case, the
beta distributed posterior is B(m + 1,n —m + 1).

Jeffreys’ prior (m’ = 0.5, " = 1) The parameters are selected
to give the so-called Jeffreys prior [31, 32] for the prob-
lem at hand [21, 23]. For this particular combination of
parameter values, the beta distributed prior becomes the
standard arcsine distribution on [0, 1]. The Jeffreys’ prior
is an noninformative prior that is invariant under reparam-
eterization. In this case, the beta distributed posterior is
B(m+0.5,n—m+0.5).

Haldane’s prior (m’ = 0, n” = 0) Haldane [33] proposed this
choice of parameter values for the prior, which results in
an improper prior, where the prior Py is either zero or one
with equal probability. In this case, the beta distributed



posterior is B(m, n — m). This prior distribution is propor-
tional to two Dirac delta functions placed at zero and one,
and corresponds to a Bernoulli distribution with a mean of
0.5. If the posterior mean (Eq. (12)) obtained with Hal-
dane’s prior is used as a point estimate of p, the estimate
corresponds to the MLE estimate given in Eq. (5), and is,
thus, unbiased.

The shapes of the maximum entropy prior, the Jeffreys’ prior
and the Haldane’s prior are depicted in Fig. 1. Any of the listed
prior distributions could be classified as weakly-informative.
Consequently, one could easily believe that its influence on
the posterior distribution should be minimal. Nevertheless, it
does matter which of the distributions listed above is selected
as prior, even if n is large (as will be shown in the following
paragraphs). This can be explained as follows: The number
m of failures observed in a reliability analysis is usually small,
even if n is large, as commonly p; < 107>, As the probability
of failure conditional on a performed MCS is characterized by
(m+ m’) and (n + n’), it matters whether m’ is set to 1, 0.5 or 0.
A discussion of the maximum entropy prior and Jeffreys’ prior
in the context of empirical Bayes can be found in [34].

In Section 2.4, we argue that a Monte Carlo y credible in-
terval should ideally qualify also as a confidence interval, and,
thus, have a coverage probability vy, that is at least as large as y.
In the following, we assess the coverage probabilities related to
the above listed weakly-informative prior distributions. Cover-
age probabilities y, for 0.99, 0.95, 0.9 and 0.8 credible intervals
are depicted in Figs. 2 to 4, as a function of n- py. The assump-
tion underlying the plots is that the Poisson approximation of
the binomial distribution holds, such that y, can be expressed
as a function of n - py [46]. We determined that this is the case
for py <1073

Coverage probabilities for the y upper credible interval are
shown in Fig. 2. Independent of the applied prior distribution,
the coverage probability y, oscillates and has clear upward and
downward spikes. For the maximum entropy prior, the cover-
age probability vy, of the associated y upper credible interval
appears to be at least as large as y. For a reliability-based as-
sessment, such a behavior is desirable, as it leads to a conserva-
tive estimate. For both Jeffreys’ prior and Haldane’s prior, the
coverage probability y. can be considerably below y and, thus,
the credible intervals obtained with these prior distributions do
not qualify as proper confidence intervals. For Haldane’s prior,
v acts as an upper bound for the coverage probability y., which
is clearly undesired. Thus, the maximum entropy prior exhibits
the best performance, compared to Jeffreys’ prior and Haldane’s
prior. The vy upper credible interval obtained using Jeffreys’
prior is acceptable for n - py < 0.8, as in this case y. > 7.
For n - py > 0.8, the coverage probability vy, associated with
Jeffreys’ prior oscillates around y.

For the maximum entropy prior, the downward spikes seem
to exactly touch the y values. However, a closer look reveals
that at the downward spikes the coverage probability vy, is in-
deed slightly smaller than y. The relation y—y. at the downward
spikes, obtained with the maximum entropy prior, is shown in
Fig. 5. The figure reveals that the coverage probability . at the

downward spikes is smaller than 7y in all cases. The difference
between 7y, and 7y increases with increasing n - py and decreas-
ing y. Thus, also the upper credible intervals based on the max-
imum entropy prior do not strictly qualify as proper confidence
intervals. Nevertheless, for practical purposes, the associated
error is negligible and only occurs if 7 - py is in the vicinity of
a spike location.

Fig. 3 shows coverage probabilities for the y highest poste-
rior density (HPD) credible interval. In this case, the maximum
entropy prior slightly outperforms Jeffreys’ prior. The coverage
probabilities y. associated with both prior distributions oscil-
lates around y. However, the coverage probability associated
with Jeffreys’ prior exhibits a single pronounced downward
spike for n - py around one. For Haldane’s prior, the cover-
age probability 7. is in all cases smaller or equal than y, which
is an undesired behavior.

Fig. 4 shows coverage probabilities for the y equal-tail cred-
ible interval. In this case, credible intervals based on Jeffreys’
prior seem slightly more favorable than credible intervals based
on the maximum entropy prior. For increasing n - py, both the
Jeffreys’ prior and the maximum entropy prior lead to credible
intervals with . oscillating around y. For n - py < 1, the credi-
ble interval based on the maximum entropy prior has more pro-
nounced downward spikes than the one obtained with Jeffreys’
prior. However, a disadvantage of the Jeffreys’ prior is that the
associated credible interval has an unexpected strong downward
spike for n - p; between 1 and 10. Also for this type of credi-
ble intervals, Haldane’s prior exhibits an undesired behavior, as
the associated credible intervals have coverage probabilities 7y,
much smaller than y for smaller n - py.

In summary, we recommend the maximum entropy prior as
basis to obtain credible intervals. In particular, if upper credible
intervals (Fig. 2) are of interest, the maximum entropy prior
excels. For the HPD credible interval and the equal-tail credible
interval, the maximum entropy prior and Jeffreys prior lead to
credible intervals with a similar performance. Haldane’s prior
should not be used as basis to calculate y credible intervals,
as the associated coverage probabilities vy, are usually clearly
below .

3.5.2. Prior information about Py is available

In some cases, prior information is available, e.g., form pre-
vious MCS of a similar system. One could try to express the
available prior knowledge in terms of the expected prior proba-
bility of failure m’/n’ and prior number of samples n’ (compare
also [23]), where n’ can be interpreted as a measure for the prior
confidence about the value of m’/n’. For the maximum entropy
prior, we have m’/n’ = 0.5 and n’ = 2. Typically, for a relia-
bility problem, one can safely suspect that the underlying true
probability of failure p is closer to zero than to one; i.e., one
could try to select a value smaller than 0.5 for m’/n’.

However, selecting a small m’/n’ combined with a low n’
gives a m’ < 1. This results in a highly skewed prior distribu-
tion. Indeed, for m’ < 1, the prior distribution has a mode at
zero. As m’/n’ — 0 for a fixed n’ that is small, the prior distri-
bution converges to the Dirac delta function. This can lead to
unexpected behavior of the prior distribution. Fig. 6 shows the
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Figure 2: Coverage probability y. for the 0.99, 0.95, 0.9 and 0.8 upper credible intervals C, y;, as a function of the expected number of hits E[M] = n - py. The
upper plot shows the corresponding credible intervals using the maximum entropy prior. The middle plot shows the corresponding credible intervals using Jeffreys’
prior. The bottom plot shows the corresponding credible intervals using Haldane’s prior. The plot is valid for py < 1073 and n € N*,

threshold uy, of the 95% upper credible interval Cose, up of the
prior distribution for different values of m’/n” and n’. For small
m’/n’ combined with a low n’, uy, becomes smaller than m’ /n’.
Therefore, if the available prior knowledge is vague such that
m’ < 1, the maximum entropy prior is a more appropriate mod-
eling choice: (i) It almost surely gives a conservative estimate
of the y upper credible interval C, ,, (compare Fig. 2). (ii) For
m > 1, the posterior distribution obtained with the maximum
entropy prior and the posterior distribution obtained with a prior
for which m’ < 1 and »’ is small will be almost identical.
Constrained noninformative prior distributions (e.g., distri-
butions with a given mean value) are discussed in [23]. For the
conceptually similar problem of reliability estimation based on
data collected from sampling tests, [18] discusses how to con-
sider available prior information. Another relevant discussion
of how to account for prior information in the more general
context of Bayesian hypothesis testing can be found in [17].

3.6. Quantifying the uncertainty about py if m = 0

The unbiased estimate prmig for pyis prvmie = m/n. Note
that the value of psmiE is zero if m = 0, independent of .

A (biased) Bayesian estimate is the expected value of the
posterior Py. With the maximum entropy prior this estimate
is (compare also Eq. (12)):

m+1
n+2’

ﬁf,Bayes = E[Pf|M =m, n] = (16)

In case m = 0, Eq. (16) reduces to

Prowes =E[PAM=0n]= —— a7
which is always larger than zero.

Structural reliability methods are typically applied to verify
that the reliability of the system of interest is larger than a pre-
specified target reliability [17]. If this verification is based on
Dsmig, then m = 0 is not acceptable, as the point estimate
Prmie = 0/n = 0 is misleading. Contrary to that, m = 0 is
acceptable if Bayesian post-processing of MCS is applied. The
posterior for Py can be used to quantify how credible it is that
the prespecified target reliability is maintained, even if m = 0.
Therefore, Bayesian post-processing of MCS is of particular in-
terest, if the reliability of the system of interest is much larger
than the prespecified target reliability, as n can be significantly
smaller than the number of samples needed to achieve an m > 0.

The posterior mean and selected credible intervals for m = 0
are illustrated in Fig. 7 for an increasing number of samples 7.
If, for example, the aim is to demonstrate that py < 107°, then
n = 3% 10° samples are needed to verify that the posterior Py is
smaller than the target with probability 90%, n = 4 x 10% sam-
ples are needed to verify that the posterior P, is smaller than
the target with probability 95%, and n = 5 x 10° samples are
needed to verify that the posterior P, is smaller than the tar-
get with probability 99%. The posterior mean for Py is already
smaller than the target for at least 10° samples.
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4. Reliability updating with Monte Carlo simulation

4.1. Problem statement

For existing structures, additional data on parameters de-
scribing the system input or observations of system states might
become available. Let such data and observations be denoted by
the observation event D. Accounting for O when assessing the
probability of the system being in an undesired state F is re-
ferred to as reliability updating. The corresponding probability
of failure pyp can be expressed in terms of Bayes’ rule as:

Ppo = Pr [7'-|D] = % (18)
Without loss of generality [35, 36], one can introduce a func-
tion go(x) such that gp»(x) < O if and only if the state of the
probabilistic system model matches the observation, and, thus,
Pr[D] = Prgo(X) < 0]. We note that the latter applies also
for cases where D consists of measurement data and, hence, the
information is of equality type, see [36] for details. Employing
gn(x), Eq. (18) can be stated as:

Pr[g(X) < 0 A gn(X) < 0]
Pr[gn(X) < 0]

Pro = (19)

4.2. Monte Carlo simulation for reliability updating

The following two indicator functions are introduced:

Ip(x) = {(1) feol¥) <0 20)

otherwise,

b o) = {1 if g(x) <0 A gp(x) <0 o

0 otherwise.

Using Ip(x) and I p(X), Eq. (19) can be expressed as:

_ Ellr0X)]

= 22
EE AT @

where the two expectations in Eq. (22) can be estimated by
means of MCS:

N m
po = Ellp(X)] * pomie = 7”, (23)

~ Mg aD
pran = Ellrap(X)] ~ prapmie = nA .24

with mp = Y1, Ip(x?) and mepp = Y1, Irap(x®). If the n
in both Egs. (23) and (24) is the same, Eq. (22) can be approxi-
mated as:

N

PFanD 4 PFADMLE = MFAD
Pro = X PAIDMLE = —% = . (25)
PDMLE mop

The quantities ppmre and prapmie in Eq. (25) can either
be obtained based on two separate MCS runs, or jointly within
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a single MCS run. Evaluating both ppyig and peapmre With
the same MCS, samples will lead to reduced variance compared
to using two independent simulations, due to the correlation be-
tween the two estimates. This can be shown trough a first-order
Taylor series expansion; let § be the coefficient of variation of
DsoMLE- It is shown in that Appendix B that:

6T +65-2-p- 56, (26)

where 0 and ¢, are the coefficients of variation of the estimates
in the numerator and denominator and p is their correlation co-
efficient.

Additionally, from a computational point of view, it is prefer-
able to estimate ppmig and pgapmie jointly within a single
simulation run, as g (x”) needs to be evaluated for both Ip(x")
and I p(x?), and the numerical effort to additionally evaluate
g(x) is often small. For example, if a finite element model
is used, usually the computationally demanding task of solving
the model needs to be performed only once per realization x*,
and both gn(x?) and g(x'?) can be evaluated through com-
paratively cheap post-processing strategies. Therefore, in the
following, only the case where both Ip(x?) and Iz pp(x?) are
evaluated jointly within a single MCS run is considered.

4.3. Bayesian estimates of ppp

4.3.1. Bayes’ theorem in the context of reliability updating

For reliability updating, a MCS with a total of n samples is
conducted, and the quantities myp and mg,p defined in Sec-
tion 4.2 are observed, as outcomes of binomial random vari-
ables My and Mg, g, respectively. The joint posterior of Pyp
and Py is:

Mrp

()

Figure 8: Representation of the dependency structure of the variable entering
the reliability updating problem as a Bayesian network. After conducting the
MCS, the states of the nodes highlighted in gray are known. A-priori Py is
assumed to be independent of Pyp.

®

fpap(p1) and fp,(p2) are the prior distributions. Eq. (27) im-
plies that a-priori Pyp is independent of Py.

L (p1, p2lmgnrp, mp, n) is the likelihood function:

L(p1, p2lmgap, mp,n) = Pr [MT/\Z) = mgpp, Mp = mp|Ppp = pi,

(28)
which is discussed in Section 4.3.2 below.

Pr[M#pp = mgprp, Mp = mp|n] is a normalizing constant
which ensures that the posterior PDF integrates to one.

4.3.2. Likelihood function

The dependency structure of the variables that enter the def-
inition of the reliability updating problem is depicted with a
Bayesian network in Fig. 8. As the network shows, the out-
come of M#,p is independent of Py and n conditional on the
value of My. Thus, the likelihood function in Eq. (28) can be
reformulated as:

L(p1, palmgpp, mp, n) = Pr[Mgrp = mgaplpr, mp|-Pr[Mp = mplps, 1

(29)
Pr[Mp = myp|ps, n] is the probability mass function of a bino-
mial distribution with parameters n and p,, as discussed in Sec-
tion 3.3. For each of the myp out of n samples x for which
In(x®) = 1, the indicator function Ir,pn(x?) equals one with
probability Py = pi. Therefore, mg,p is the outcome of a
binomial distributed random variable M#,p with parameters
equal to mg and p;. Consequently, Pr[M¢np = mgap|p1, mp]
is the probability mass function of a binomial distribution with
parameters mgp and p;.

4.3.3. Posterior distribution for Ppp

As the the influences of P and Py can be clearly separated
in the likelihood function (compare Eq. (29)), the posterior dis-
tributions for Pyp and Py introduced in Eq. (27) can also be
formulated separately for both Py and Pgp. The posterior dis-

L(p1, p2lmgpp, mp,n) - fp,,(p1) - fp,(peipution for Py is based on a classical MCS (which is discussed

fPfIDvPD‘m‘T/\D,WLDJl (p1,p2) =

27
where:

S o Polng ypmp.n (p1, p2) 1is the posterior joint PDF of Pjp and
Pp.

Pr[Mgrp = mgap, Mp = mpln]

im Section 3.3). The posterior distribution for Pyp can be ex-
pressed as:

Pr[Mynp = myaplpi.mol - fp,(P1)

Pr[Mgprp = mgaplMp = mp]
(30)

fP_/"D|m7r/\D,my) (pl) =
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Figure 9: Steel frame structure investigated in Section 5.
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Figure 10: Failure mechanisms of the frame structure depicted in Fig. 9. The
three failure mechanisms correspond to limit-state functions g;, g» and g3, de-
fined in Eqgs. (32)—(34).

As discussed in Section 3.3, the beta distribution is the conju-
gate prior for likelihood functions proportional to the probabil-
ity mass function of a binomial distribution. Using such a prior
model for Py p, Eq. (30) can be expressed as a beta distribution
with parameters mgnp + mi , , and mgp — mypp + myp, — M,
(compare Section 3.3):

p1m¢AD+l71;CAD—1 . (1 _ p])m@—m¢Az)+m'D—m’TAD—1

fPf|D|Wl¢AD,mz) (pl) =

’

(€29)
where mg, , and my, are the parameters used to describe the
beta distribution of the prior fp,,(p1). Following the discussion
in Section 3.5, we recommend to use the maximum entropy

prior for fp,,(p1); i.e., m’%\D = 1 and my, = 2.

5. Illustration example

5.1. Specification of the application example

By means of an application example, we demonstrate how
Bayesian credible intervals can be evaluated based on a con-
ducted MCS. We consider the plane frame structure depicted in
Fig. 9 (motivated by the example given in [28]). Plastic hinge
mechanisms leading to collapse of the structure are considered
and analyzed by utilizing elastic-plastic stress-strain relations.
Hinges are assumed to form at the end of elements or at points
of load application only. The height and the half-width of the
structure are constant values with 4 = 5m and b = 5m, re-
spectively. The structure is loaded with horizontal load H and
vertical load V, as shown in Fig. 9.

The failure mechanisms of the investigated frame structure
are shown in Fig. 10. The corresponding component limit-state
functions describing the three indicated failure mechanisms are:

B(mgnp + mi, . mp — mgap + my —mi, )
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g](X)ZR] +R2+R4+R5—h'H, (32)
gz(X):R2+2'R3+R4—b'V, (33)
g3(X)=R1+2~R3+2-R4+R5—]’l-H—b~V, (34)

where Ry, ...,Rs are plastic moments, H is a horizontal load
and V is a vertical load. Each Ry, ..., Rs follows a log-Normal
distribution with mean mpg and standard deviation SkNm, where
mpg is modeled by a random variable (which all Ry,...,Rs
have in common) that has a log-Normal distribution with mean
200kNm and standard deviation 40kNm. Conditional on the
value of mpg, the Ry, ...,Rs are independent. The uncertainty
on H is modeled by a Gumbel distribution with mean S0kN and
standard deviation 10kN. The uncertainty on V is modeled by
a Gumbel distribution with mean 40kN and standard deviation
8kN. Thus, the vector X consists of mg,Ry,...,Rs, Hand V.

The frame structure fails if at least one of the component
limit-state functions indicates failure. Consequently, the limit-
state function for system failure can be expressed as:

g(X) = min (g;(X), g2(X), g3(X)) . (35)

After construction, the frame structure is successfully tested
for a proof load P of 113.9kN applied at the loading point of
the horizontal force H, where the value of P corresponds to 1.5
times the 98th percentile of H. The information obtained from
successfully applying the proof load P can be expressed by the
following condition:

gn(X) <0, (36)

where

gZ)(X) =h-P-min(R; + Ry + R4 + R5,R; + 2R3 + 2R4 + R5) .

(37

The goal of the conducted MCS is to learn about the values

of pr = Pr[g(X) < 0] and pyp, where pyp is defined according
to Eq. (19).

5.2. Outcome of the conducted Monte Carlo simulation

A MCS with 100 samples is conducted. In Table 1, the
outcome of the MCS that utilizes only the first n of the 10'°
samples is shown. Thus, the rows in Table 1 do not stem
from independent MCS, but demonstrate convergence for an in-
creasing number of samples within a single MCS. The notation
used in Table 1 is as follows: m denotes the number of sam-
ples for which g(X) < 0 (compare Section 3.1), mqp denotes
the number of samples for which g»(X) < 0 (compare Sec-
tion 4.1), and m#,p denotes the number of samples for which
g(X) <0 A gp(X) <0 (compare Section 4.1).

Bayesian post-processing is applied to quantify the uncer-
tainty about the values of py and pyp, where the maximum
entropy prior is used. Based on the results listed in Table 1,
the posterior cumulative distribution functions for both Py and
Pyip are shown in Fig. 11. The posterior mean, as well as the
90%, 95% and 99% upper credible intervals for Py and Pjp
are shown in Fig. 12 for increasing n. For up to 10 samples,
the credible intervals and the posterior mean for Py and Pjp



Table 1: Outcome of the conducted MCS. n is the number of samples con-
sidered. m is the number of samples for which g(X) < 0. myp is the number
of samples for which gn(X) < 0. mgp is the number of samples for which
g(X) <0Agp(X)<0.

The sets of samples for smaller n are part of the all sets of samples for larger
n. For example, the initial 10 samples are also part of the 100 samples, the 100
samples are part of the 10> samples, and so on.

n m mo MFAD
10 0 10 0
100 0 96 0
103 0 949 0
10* 3 9,482 1
10° 21 94,560 1
106 243 946, 650 29
107 2261 9,466,042 292
108 22,277 94,653, 620 2,855
10° 219,283 946,538,911 28,208
1010 2,187,289 9,465,429,813 281,234

are similar. This is due to both m and ms,p being zero up
to n = 10, and mgp being close to n; i.e., mgp/n converges to
approximately 0.95 for large n. However, for n > 103, the pos-
teriors for Py and Pjp differ, as m and mg,p are larger than
zero and take significantly different values. For increasing n the
credible intervals become narrower. For large n, the posterior
mean of P, converges to = 2.2 X 10~* and the posterior mean of
Pp converges to =~ 3 X 1073, Thus, the information obtained
from the conducted proof load test decreases the probability of
failure by approximately one order of magnitude.

For n < 10°, the posterior mean differs from the underly-
ing true probability of failure. For n up to 10, m is zero (as
is mgpp). Consequently, the classical Monte Carlo estimate
returns a value of zero; i.e., pymg = m/n = 0/n = 0. If
Bayesian post-processing is applied, the uncertainty about Py
can objectively quantified. In this case, the value of n needs to
be increased until there is sufficient credibility that the target
reliability is maintained for the investigated system. If the reli-
ability of the investigated system is much larger than the target
reliability, then it is likely that the analysis is sufficiently accu-
rate even if m is still zero (compare Fig. 7).

6. Concluding remarks

Bayesian post-processing of the outcome of a MCS is
straightforward and inexpensive. Credible intervals for the pos-
terior probability of failure can be evaluated based on the in-
verse cumulative distribution function of the beta distribution.
The distribution of the posterior probability of failure can be
highly skewed, even if the total number of samples is very large.
Therefore, the interpretation of the coefficient of variation and
variance of a Monte Carlo estimate can be difficult and mis-
leading. Credible intervals are a more appropriate measure to
quantify the uncertainty about the estimated probability of fail-
ure. With minor modifications, the Bayesian post-processing
strategy can also be applied to quantify the uncertainty if MCS
is used for reliability updating.
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For practical application, upper credible intervals are of par-
ticular interest, as they quantify how probable it is that the prob-
ability of failure is smaller than a selected threshold value. In
this context, the maximum entropy prior (a uniform distribution
on [0; 1]) is recommended as prior distribution for the proba-
bility of failure when no prior information is available. Both
Jeffreys’ and Haldane’s prior can considerably overestimate the
probability of being smaller than the selected threshold value.

For MCS, the distribution for the posterior probability of fail-
ure can be derived analytically. The resulting posterior distri-
bution depends on the probability of failure of the investigated
system of interest, and is not influenced by the actual shape of
the limit-state function of the problem at hand. In principle, the
discussed Bayesian post-processing could also be extended to
more advance sampling-based reliability methods. However, in
this case one needs to make assumptions to obtain a distribution
for the posterior probability of failure, as in e.g., [16]. Contrary
to the discussed Bayesian post-processing approach for MCS,
such assumptions limit the informative value of credible inter-
vals obtained based on the approximate posterior distribution.
In this case, the performance of the Bayesian post-processing
step will depend not only on the probability of failure of the in-
vestigated system (as is the case for MCS) but additionally on
the shape of the limit-state function.

Appendix A. Confidence intervals for Monte Carlo simu-
lation of rare events

Appendix A.l. Introduction

In Section 2 we argue that for MCS, credible intervals should
ideally also qualify as proper confidence intervals. For this
reason, some commonly used confidence intervals related to a
MCS are briefly discussed in the following.

For MCS, a y confidence interval that has coverage proba-
bilities y. equal to vy independent of the value of p, does not
exist [21, 37]. Nevertheless, proper y confidence intervals exist
for MCS. However, all of them exhibit coverage probabilities
7. that can be larger than y [21]. This is due to the discrete
nature of the problem [37, 38]; the total number of potential
states that M = m can take for n samples is n + 1 and thus finite,
me{0,...,K}.

Appendix A.2. The Clopper—Pearson confidence interval

The Clopper—Pearson (C-P) interval [39] gives a proper y
confidence interval for a MCS with m failure samples in n tri-
als. Let [/, u] denote the vy C-P confidence interval. The value of
u is chosen such that the probability of observing an outcome
less or equal than m for a binomial distribution with »n trials
and probability parameter u equals y/2. Correspondingly, the
value of [ is chosen such that the probability of observing an
outcome larger or equal than m for a binomial distribution with
n trials and probability parameter [ equals y/2. Even though
the C-P interval gives a proper confidence interval, it is often
criticized as being overly conservative [21, 40]; i.e., the asso-
ciated coverage probabilities y, are often much larger than the
targeted confidence level y. Moreover, the C-P interval is prone
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to misinterpretation, as the lower and upper interval bounds are
computed based on different underlying distributions.

As the binomial distribution and the beta distribution are re-
lated, the quantities # and / can also be expressed in terms of the
beta distribution [21]: Let B(«a, 8) represent a beta distribution
with parameters « and 5. The value of / can then be obtained as
the y/2 quantile of B(m,n —m + 1); the value of u is the 1 —y/2
quantile of B(m + 1,n — m). The above allows making a con-
nection between the bounds of the C-P confidence interval and
the quantiles of the posterior distribution of P obtained with
Bayesian analysis. However, different posterior distributions
are used to evaluate / and u (as both quantities are computed
based on different prior distributions). The quantity /, can be
associated with a beta-distributed prior with parameters m’ = 0
and n’ = 1. The quantity u, can be associated with a beta-
distributed prior with parameters m’ = 1 and n’ = 1.

As the upper and lower bound of the C-P interval are eval-
uated based on different distribution models, a matching cred-
ible interval cannot be derived by applying Bayesian analysis.
That is, one cannot claim that the interval has y probability of
containing the true py, conditional on a specific MCS. Such
confidence intervals that do not have a corresponding Bayesian
credible interval as counterpart are an easy source for misinter-
pretation [25].



Appendix A.3. Approximate confidence intervals for Monte
Carlo simulation

As discussed in the previous section, even though the C-P in-
terval is a proper confidence interval, it is often overly conser-
vative. In practice, the confidence intervals typically used in the
context of MCS are only approximate; i.e., they do not strictly
maintain the confidence level vy in all cases. A comparison of
different confidence intervals can be found in [21].

The Jeffreys’ interval for this problem can be derived using a
Bayesian approach in combination with the Jeffreys’ prior. It is
equivalent to the Bayesian equal-tail credible interval based on
the Jeffreys’ prior — of which the performance is illustrated in
Fig. 4. Comparing the quantiles of the Beta distributions used
in the Jeffreys’ interval and in the C-P confidence interval, it can
be seen that the Jeffreys’ interval is always contained within the
corresponding C-P confidence interval. Thus, one can interpret
the Jeffreys’ interval as a continuity corrected version of the
C-P confidence interval [21]. However, note that the Jeffreys’
interval does not qualify as a proper y confidence interval, as
the associated coverage probability y. can be smaller than y.

Other approximate confidence intervals with acceptable per-
formance properties include the Wilson interval [21, 41] and
the Agresti—-Coull interval [21, 40, 42], whereby the latter en-
velopes the former [21].

Appendix A.4. Confidence intervals based on a Normal ap-
proximation

The highly skewed shape of P¢[M = m,n is discussed in
Section 3.3. From this discussion, it can be concluded that
confidence intervals based on assuming symmetry should be
avoided, even if n is large. This is an important observation, as
confidence intervals for p, are frequently based on a Normal
approximation if n is large [1, 43, 44, 45] (compare also to the
discussion in [21]). The upper and lower bounds of the y Nor-
mal approximation confidence interval Cyx can be evaluated as

[21]: 1
1 {1+
m, (&) .(1 - %)

On = n * Vn n
where ®~!(-) denotes the inverse cumulative distribution func-
tion of the standard Normal distribution.

Coverage probabilities for the Normal approximation confi-
dence interval are shown in Fig. A.13. ForE[M] =n-p, < 10,
the Normal approximation gives coverage probabilities y. much
smaller than y. Only if the expected number of hits E [M] =
n- py exceeds 10%, the coverage probabilities y, obtained with
the Normal approximation are close to y. Thus, in practice, the
Normal approximation confidence interval should not be used,
as it can grossly underestimate the variability of the estimate for
a given py.

m

(A1)

Appendix B. Derivation of the first-order Taylor series ex-
pansion in Eq. (26)

Let p = f;—;, with p; the estimate in the numerator and p,

the estimate in the denominator Eq. (25). A first-order Taylor

14

expansion of p around of means of p; (E[p;] = p1) and p»
(E[p2] = p2) reads:

o1 PR
pz—+—(p1—p1)—p—2(pz—pz) (B.1)
P2 D2 123
The first-order approximation of the mean is E[p] = %. The
first-order approximation of the variance reads:
oo pi 14!
Var[p] ~ o7 + — 05 = 25p0 10, (B.2)
2 2 2

where 0'1.2 = Var[p;] and p is the correlation coefficient of p;
and p, . Dividing the above with the square of the first-order
»

approximation of the mean, 7> e get the following approxi-

mation of the square of the coefficient of variation of p:
1 1 1
— 01+ —03 — 2——poi0; = 61 + 65 — 20616, (B.3)

P% pP5 pPip2

where §; is the coefficient of variation of p;.

& ~
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